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Our Purpose, Way and Impact
' T4 1

“To alleviate the worry of
managing mission-critical IT infrastructures.”

“By combining exceptional data
center facilities and expert managed services,
with a relentless dedication to transparency,
accountability and collaboration.”

“To give you the confidence to
build a limitless digital future for your
organization.”
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DataBank-at-a-Glance

Who We Are

DataBank is the leading-edge data center platform in the U.S. with more data centers in
more metros than any other provider. We're evolving the data center experience by enabling
you to flexibly shift workloads between our colocation and Cloud platforms - with access to
an Ecosystem of Compliance and Managed Services that liberate your staff. We back it up
with a culture that inspires confidence and lets you focus on your business.

/\/\_/ooo\/\

Founded ° B Sl @
In 2005 o o =
Headquartered in the 70+ Data Centers Future-Proof 3,500+ Wel
former Federal in 30+ Markets Platforms Customers Capitalized
Reserve Bank building
of Dallas; 18+ years of More Data Centers in Flexible Combination of Trusted by Fortune Backed by blue-chip
stable, consistent More Metros Than Colocation, Cloud, 500 Enterprise and Investors such
revenue and profit Any Other U.S. Interconnection & Cloud and Content as Digital Bridge,
growth Provider Managed Services Companies SwissLife &
Australian Super
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Our Edge Footprint

The largest footprint of metros and data centers in the U.S.

30+ metros
/0+ data centers

20 major metro interconnect
hubs

23 FISMA compliant data centers
12 expandable campuses

Puts workloads within 100 miles
of more than 60% of the U.S.
population

O =1 x Campus =2 x Campus
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Enterprise Cloud Geodiversity

Ensures Resiliency and 24x7 Uptime Through Geodiversity

Dallas (DFW3)

Kansas City (MCI2)

Minneapolis (MSP2)

Salt Lake City (SLC2)
* Ashburn (IAD1)
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Future-

Proof Platforms

Compliant Hybrid IT Solutions for the MSP/CSP

Operating System

!

&3

Colocation

DataBank Metal™

!

Applications

Applications

Data Data

Networking Networking

Services Services

Customer
Manages

Operating System

Virtualization Virtualization

Servers

Servers

Storage

Customer
Manages

«—

DataBank
Manages

PR

Enterprise Cloud
(Self-Managed)

Applications
Data
Networking
Services
Operating System
Virtualization
Servers

Storage

Cg

FedRAMP/Enterprise Cloud

T

Customer
Manages

I

DataBank
Manages

.

High Performance/Compliant Hybrid Cloud

(Managed)
Applications
Customer
Manages
Data
o
Security ‘
PCI, HIPAA, FedRAMP
Networking
Operating System DataBank
. — Manages
Virtualization
4—

Cost | Location/Performance | Security and Compliance
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World-Class Data Centers

Secure, scalable facilities engineered for modern needs

* Power Density: Up to 34kW per cabinet (air
cooled), up to 100kW per cabinet (liquid
cooling); 120V, 208V, 208V 3 Phase, and
240/415V distribution options

* Reliability: 100% uptime SLA with fully
redundant UPS, generator and cooling systems

*  Flexibility: 52U Cabinets (vs 42U), cages, or
suites with fully customizable environmental
and access controls

°*  Amenities: Office space, conference/break
rooms, loading docks, secure storage, crash
carts, server lifts, hand tools, and much more
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Compliance Enablement and Frameworks

Meet your compliance requirements more easily with our platform

* Extreme Ownership — Handle up to 80%
of compliance controls (vs 5-10%
coverage at other providers)

HIPAA
HITECH &

. v — - 1F FedRAMP
360 Deg_ree SecurltY I_DhyS|cal faCIllty Compliant SSAE 18 Compliant Compliant Privacy Shield
and continuous monitoring + controls for Hosting Type Il SOC 2 Hosting Hosting & GDPR

network & perimeter, system/host and

aCcess Network /
Physical SN Continuous System/Host Access
. . . Security Controls Monitoring Controls Controls

* Daily Security Operations — Software S

I.|CenS| ng, |n Sta l.l.at'on, tu n | ng ’ mon ItO rl ng, » DDoS Protection « File Integrity * Encrypted Storage * Duo Dual Factor

o . - Guard Force « IDS/IPS, malicious IP Monitoring * Encrypted Backups « IPSec and SSL VPN
remediation, 24/7 operations staff e S reputation filters - Lo Offloading  SSLKey Management . oC{ panagement
Controls « Web Application * Configuration Scanning * Windows/Linux/
H H 1 Fi 1 . s Application Patch
* Comprehensive Reporting — Portal with irewa + Complance Valiation  APPlcation Patc
. » Encrypted SSL Traffic « Participation in Audit g
turn-key documentation and support for articipation in Audits . Anti-virus with
. L. * F5 Load Balancer and ATO Centralized Reporting
audits on policies, procedures, and Proxy with SSLOffload g0 ro e s
coO ntro ls = IDS/IPS of SSL Traffic Recording o danad Cless Netirak
* Advanced Monitoring | o 4oned Cisco
of over 20 checks ASA Firewalls
per server

* Hardened VMware Stack
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Our Customer Portal

Comprehensive visibility and control of your infrastructure

* Purpose-Built — For today’s hybrid
infrastructures

* Colocation Space and Power — Control
physical card access, visualize and manage
power by circuit, rack, outlet and device

* Network and Bandwidth — Order cross-
connects, view dashboards for bandwidth
utilization and network performance

* Security and Compliance — View incidents
by type, generate compliance reports

* Billing, Ticketing and Support — View
invoices, open/view tickets, manage user
profiles, request remote hands support

I:B DATABANK

10






Home Screen

Your Quick Access Dashboard

DataBank x +

<~ C & https://support.databank.com/home

DATABANK Home Last 30 da

{Q & OSth: 5 j(.: Log Out

TICKETS

Dashboard

2250 13T

,, Colocation

o Firewalls Connections Device alarms Load balancers Health checks

~ Managed 10/50,000

LT-T-] asa-testcompany

Systems
Servers ) 37
Firewall P —— — Tttt
881 0

Load Balancer VIPs 2 2
Storage
Elastic Load Balancer Pools 2 1
VPC Nodes a 2 100%

gg Managed &

Services

SSL
DNS

CloudFlare
Opentickets () Filter by

Alarm history

10/22/1811:59 AM cpo014 Test Ticket - Okay toignore 10/22/1811:28 AM cpo014 Standard Web Content Check 1min
RSk e 05/28/1802:10 PM testz 10/22/1811:28AM  cpoD14 HTTP - Testing Content Check 1min
Datacenter Access
N S ——— 05/28/18 10:38 AM 10/22/1811:16AM  cpO014 Standard Web Content Check 9 min
New Delivery Ticket OPEN 09/20/18 10:47 AM Quote Number 74114 was approved for com 10/22/181116AM  cpoo14 HTTP - Testing Content Check 3 min
Request Remote Hands TICKETS
09/20/18 10:32 AM Quote Number 24111 was approved for com.. 10/22/18 08:41 AM cp0014 Standard Web Content Check. 0
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Colocation Power Management L?;I

Real-Time Visualization of Power Circuits

Colocation = @ A Yoo %
W 1 1R COIEANON (6 Wi e ] 183 ichado] SOACR COBGur BN 198 OO, ) Drahr level Sy LAAIplson LGOI saNancamens wil inch s kW MatriCs 804 f808 el rnmrtnmern,sl Messrerments. I yi, ave 8y Getai0ns, Oiass 40 A0h MasASe b (LU rowr ACoous, Manager

¢ Alarm when power circuits
exceed 80%

5.268.66kW

MSPZ.01LAZVRTA

See total power
provisioned and in-use

Balance power circuits
within cabinets and cages
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Data Center Physical Access L@

Schedule Your Visits Ahead of Time

* Now everything can be done online

ﬁ Data Center .
Physical Access * Approve, activate, and deactivate

Activate Access

* Provide cardholder and data center access
lists to auditors

Deactivate Access

Cardholder Access List

Data Center Access Report

* Assign supervisory roles for approvals

I:B DATABANK 14



Account Management and Analytics

See Tickets by Person, Priority and Category

) Account management X
Vil (Cavitar - Subscribe to report: Daily Weekly 0 Monthly @

Physical Access

Last 30 days €0, Dane D _’° LogC
i A §| Log

Cardholder Access List Tickets by person Tickets by priority Tickets by category
Data Center Access Report
DataBank Support  EEE—— 2 Performance Issues 2
® P1-Critical 1
Managed Ditternore, Dane 2 PCI-DSS [ | 1
P2 -High 1
i Alderman, Rhen  CH— 1 5 tickets Email Bounces — 1
P3 - Medium 3
Servers None —— 1
Firewall
Load Balancer
Total:5 Total:5
Managed (&
Services
Top 5 events Top 5 alarming
SSL
DNS
CloudFlare
@ Portnot responding to connection: ... = @ cp2427 - Green Web/DB Node Prod an
SNMP check failed 1 cp4426 - Blue Web/DB Node Stage a5
Support
Standard Web Content Check F 176alarms
Sk B @ MySQL Failure: (2003, 'Cari\'t conne... 19
Reserve Conference Room
New Delvery Ticket @ MySQLis not Available 19
Request Remote Hands
Total: 103 Total: 176

Compliance

Security

cpd426 31 31 0 7.2GB

Account Management cpadz? 31 31 Q 41GB

My Account &
No data to display
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Security

A Global View of Trends

)
!
1
o
Aél:::,'.c Atlantic i Ocean
1
! RS
! [
. +
]
I
o e e e T G S KA 2 e e e e e e e e e s fme2 T
/ 3 ia New ==\
VGo.;gle gty A OO Mapdata 82019 Terms of Use
Attack trend Filterby ® Top 5 attacks dests Fiterby © O
83644 ] a
EdgeHostingMarketing-databank. com-HTTPS Gl 2
EdgeHostingMarketing-databank com-HTTP @ 2
cpadz7 2
cp4426 e 2
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Managed Internet

How Traffic Impacts Security and Compliance

Threat list

212.69.158.64/27 us

I 50T s_conficker

— BOT ¢_sip -

— BOT ¢_iotwopbot

—— BOT s_vobfus

208.89.116.0/22 m—— BOT s_generic
m— BOT c_proxyget
e BOT ¢_iotmirai
BOGUS

Source Source Destination Destination Destination Max Max
Route Prefix/LEN Country Threat List Host Country Route Prefix/LEN Unique SrcIPs Mbits/s
Total 28 0.01
212.69.158 64/27 us --- N 13.232.0.0/14 2 0.00
212 69.158 64/27 us BOT s_conficker RS 212.69.18.0/24 2 0.00
208.89.116.0/22 us - us 199.27.237.128/27 2 0.01
212.69.152.64/27 us BOT s_vobfus ML 80.245.160.0/24 1 0.00
212.69.158.64/27 us - CH 215.138.0.0/15 1 0.00

N —
P e—
GB s

PL —
ES
TT

95th Percentile
Mbits/s

all prefixes

13.232.0.0/14
54.249.32.0/19
185.69.144.0/22
27.79.24.0/21
1.55.80.0/20
159.253.24.0/21
62.29.16.0/21
199.27.237.128/27
100.24.0.0/13
54.191.0.0/16
35.168.0.0/13
167.71.96.0/20
45.79.0.0/21
219.138.0.0/15
222.131.64.0/18
120.52.128.0/17
139.9.160.0/20
212.69.18.0/24
212.69.10.0/23
89.248.169.0/24
94.102.56.0/24
185.216.140.0/23
51.75.0.0/16
90.106.208.0/20
200.125.167.0/24

95th Percentile
packets/s

Traffic Flow by Source IP
Country to Destination IP
Sountry by Type of
Threat Source

Top 10 Protocols

Protocol Distribution

Top 10 Ports

Flow by IP, Port, and Protocol
IP Prefixes

Bandwidth in/out

95t Percentile

[:B DATABANK
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Compliance

A Central Repository For All Your Compliance Data

[B DataBank X +

&« & & httpsy//supportdatabank.com/compliance

Elastic Load Balancer

vpC Compliance

Managed

Services

INTERNAL VULNERABILITY HOSTS

14 £

SSL

DNS
CloudFlare
CDN

@Q Support (=

FedRAMP Compliance Report

Add New Ticket

Datacenter Access HIPAA Compliance Report
Reserve Conference Roo

) PCI Compliance Report
New Delivery Ticket

Request Remote Hands

Security
D n = DUOQ users
(8 Analytics G
MyACCDLIFIt = testbillingl Billingl, Tester1 kprice@edqgehosti...

® Menu Collapse © 2018 DataBank, Ltd.

active

o x
* 6

Last 30 days @ [g N OScottS_ g3 ‘ Log Out

)

Compliance reports

-
I~y
ry
IS

(2]

‘N
o
o
]

Security documents L+

DataBankCP_Penetration_Test_Report_v.. 10/19/1803:58 PM download

privacy policy terms ofuse

DATABANK
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SAN1

55,140

Raised Square Feet

1.2MW

Critical IT Load

10

On-Site Carriers

Power Cooling Interconnection Platforms Compliance Support

Power Design Cooling Design On-Site Network Providers Colocation Up Time SLA

2N N+1 10 Cabinets, m @ 100%

Critical IT Load Air Cooled Capability Internet Connectivity Private Cages Hours of Operation

1.2 MW 10 kW+ Managed DataBank Cloud e E 7x24x365

AC Power In-Region Remote Hands

120V: 208V: 3P Managed Network Security EA 7x24x365
DDoS; IDS/IPS ./ Smart Hands

e On Request

DB DATABANK 20






25 Corporate Place South Piscataway NJ 08854

» ® ® ® 6 O

Power Cooling

Power Design Cooling Design
N+1 N+1

Critical IT Load Air Cooled Capability
3 MW 10 KW+

AC Power

120V; 208V; 3P

Energy Source

100% Renewable

Interconnection

On-Site Network Providers
4

Platforms

Colocation

Cabinets,

Private Cages
DataBank Cloud
In-Region

Managed Network Security

DDoS; IDS/IPS

Compliance

HIPAA,

iz AP Ci

i s fcser v
SSAE 18 E

22:590

Raised Square Feet

3MW

Critical IT Load

3

On-Site Carriers

Support

Up Time SLA
100%

Hours of Operation
7x24x365
Remote Hands

7x24x365

Smart Hands
On Request

[:B DATABANK
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25,000

Raised Square Feet

1.9MW

Critical IT Load

26

On-Site Carriers

Power Cooling Interconnection Platforms Compliance Support Economics
Power Design Cooling Design On-Site Network Providers Colocation HIPA Op Time SLA Power Market
2N N+1 37 Cabinets, @ 100% Low Cost
Critical IT Load Air Cooled Capability Internet Exchanges Private Cages Hours of Operation Efficiency
1.9MW 35+ kW Partner 7x24x365 Low PUE
L. VIS
AC Power Liquid Cooled Capability ~ C'oud Connectivity HPC Compatibility SSAE 18 E Remote Hands Energy Source
120V; 208V; 3P 100 kW Partner HPC Capable 7x24x365 100% Renewable
Internet Connectivity Smart Hands
Managed On Request

Data Center Interconnect

Metro & National

w DATABANK 23



Power

Power Design

N+1 N+1
Critical IT Load

10MW 35 kW

AC Power Liquid Cooled Capability
120V; 208V; 3P 100 kW

Cooling

Cooling Design

Air Cooled Capability

w®
2

Interconnection

On-Site Network Providers
2

Internet Exchanges
Partner

Cloud Connectivity
Partner
Internet Connectivity

Managed

Data Center Interconnect

Metro & National

| 8
1

Platforms

Colocation
Cabinets,
Private Cages
Private Suites

DataBank Cloud
In-Metro

Managed Network Security

DDoS; IDS/IPS

Compliance
iy

Fisma

FedRAR P

Support

Op Time SLA
100%

Hours of Operation
7x24x365
Remote Hands

7x24x365

Smart Hands
On Request

Economics
Power Market
Low Cost
Efficiency

Low PUE
Energy Source

100% Renewable

Incentives

Sales Tax Rebate

[:B DATABANK
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CENTRAL

MSP?2

48,860

Raised Square Feet

5MW

Critical IT Load

13

On-Site Carriers

-\

>
: ® © 6

Power Cooling Interconnection Platforms Compliance Support Economics
Power Design Cooling Design On-Site Network Providers Colocation Op Time SLA Power Market
i HIP.
2N N+1 13 Ca.blnets HITEC 100% Low Cost
Critical IT Load Air Cooled Capability Internet Exchanges Private Cages = Hours of Operation Efficiency
5MW 10 kW+ Partner Private Suites 7x24x365 Low PUE
AC Power Cloud Connectivity DataBank Cloud Remote Hands - s
120V; 208V; 3P Partner On-Site SSAETE : 7x24x365 S
. e -l 100% Renewable

Energy Source Internet Connectivity FedRAMP Cloud FET Smart Hands Incentives
100% Renewable Managed On-site On Request Sales Tax Rebate

Data Center Interconnect Managed Network Security F|5m':|

Metro & National DDoS; IDS/IPS T
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&

SOUTH

- D

107,040

Raised Square Feet

7MW

Critical IT Load

28

On-Site Carriers

Power Cooling Interconnection Platforms Compliance Support
Power Design Cooling Design On-Site Network Providers Colocation m @ Op Time SLA
2N N+1 28 Cabinets, 100%
Critical IT Load Air Cooled Capability iarrler Hotel Private Cages Hours of Operation
7MW €s DataBank Cloud
10kW+ Internet Exchange Oa ° Sa_n o 7x24x365
AC Power n-Site
Chilled Door Capability Partner Remote Hands
120V; 208V; 3P . FISMA 7x24x365
25kW + Cloud Connectivity Yes
ne Pwaer Partner Managed Network Security smart Hands
Available Internet Connectivity DDoS: IDS/IPS On Request
Managed o
Data Center Interconnect HPC Compatibility
Managed HPC Capable

DB DATABANK 26



A Diverse, Blue-Chip Base of T Intensive Customers

More than 3,000 clients trust our expertise, experience, and service offerings

G JWES 202 A
Akamai W softWQ — v FIDELITY
J I?EQA;S.HS @ NNNNNNNNNNNNNNNN : M
mimecast A f ditech.

- . . (2
= Verizhip ORGSR
PENGUIN FINANCIAL"
WORDPRESS COMPUTING ¥ FREEMAN Ol agé'ﬁ%mm I
— R ] ] | HEALTHCARE sy
o ..: t I ‘\TM I'ICSDFT® (2N FAIRVIEW
...... y er / ' perotsystems®
¢ s TR[ ON miu;w | r——
Ogilvy & Mather . . .
STYY Zemm%“ {3 Texas Health
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A Diverse, Blue-Chip Base of T Intensive Customers

More than 3,000 clients trust our expertise, experience, and service offerings

—— LEISURE

amcoc

THEATRES

CBRE

% REALOGY

B RETAIL SALES — ]

INE AR PALM BEACH TAN'
| OMNI ¥ HOTELS N m@w 5w e ) N |
0  ——— CISEEENE———
> : -- ROSEMONT
ConocoPhillips (ONCORDE COLLEGE
HESS\ ”.‘ /GEORGE i
N
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